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E X E C U T I V E  S U M M A R Y

How August went

1,412
SIGNALS TRIAGED

4
INCIDENTS RAISED

8/8
SLA TARGETS MET

0
DATA LOSS EVENTS

August was busy at the identity layer and quiet everywhere else. Four incidents were 
confirmed and closed, two of them attempts to get into your Microsoft 365 tenant or your 
bank account, and none of them reached patient data, cost you downtime or met the 
threshold for a notifiable data breach.

Multi-factor authentication stopped the first one on 7 August. Your accounts officer stopped the second 
on 19 August by ringing a supplier back on a number she already had, which no product would have 
done for her, and she should hear that from you rather than from us.

Six months in, every measure we track is heading the right way. Secure Score has gone from 52 to 74 
percent since March and four of the eight Essential Eight controls are now at the target level. One risk 
hasn’t moved, however. Your practice management server runs an operating system that stopped 
getting security updates in October 2023, and on its own it holds a whole Essential Eight control at 
maturity level zero.

T H R E E  T H I N G S  T H A T  N E E D  Y O U

The shortest route to a materially safer position

1. Fund the practice management server migration. It’s the only high risk still open and the reason 

Patch operating systems sits at level zero. We can’t close it for you.

2. Sign off the supplier bank-change procedure. August’s invoice fraud was stopped by a person 

rather than a control, and that won’t hold forever.

3. Decide how contractors connect. Both options work and we’ll build either. What’s in place now is 

the weaker half of each.
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S I X  M O N T H S  I N

Where things are heading

March is the first full month after onboarding, with August in orange. Two of these are meant to go 
down. Signals needing an analyst have almost halved since March as detections were tuned to your 
environment, which means a real alert gets looked at sooner, and tickets have settled from the 
onboarding peak to a steady 85 to 90 a month. August’s four incidents sit above a typical month for you, 
which has been one or two.

Service levels

M E A S U R E T A R G E T A U G U S T S T A T U S

Priority one response, business hours 15 minutes 6 min average M e t

Priority one response, after hours 30 minutes 11 min average M e t

Priority two response 4 business hours 1 h 12 m average M e t

Service desk first response 1 business hour 22 min average M e t

Critical security patches 7 days 3.1 days average M e t

Third-party application patches 14 days 8.4 days average M e t

Backup job success 99% 100% M e t

Microsoft 365 availability 99.9% 99.98% M e t
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E S S E N T I A L  E I G H T

Maturity against the Essential Eight

Assessed against the ASD Essential Eight Maturity Model, with maturity level two agreed as the target 
for all eight controls when you onboarded, given the patient data you hold. March is where you started 
and August is where you are now.

C O N T R O L M A R C H A U G U S T T A R G E T W H E R E  I T  S T A N D S

Application control M L 0 M L 1 ML2
Enforced on workstations since June. 
Servers and logging are next.

Patch applications M L 1 M L 2 ML2
At target. Critical updates averaging 3.1 
days.

Microsoft Office macro 
settings

M L 1 M L 2 ML2
At target. Internet macros blocked, two 
signed finance templates allowed.

User application hardening M L 1 M L 2 ML2
Reached target in August once 
PowerShell logging was centralised.

Restrict administrative 
privileges

M L 0 M L 1 ML2
Standing global admins down from 4 to 
1. Access revalidation still to do.

Patch operating systems M L 0 M L 0 ML2
Held at zero by one unsupported server. 
See R-04.

Multi-factor 
authentication

M L 0 M L 1 ML2
On all 68 accounts. Level two needs 
phishing-resistant methods.

Regular backups M L 1 M L 2 ML2
At target. Immutable copies, restore 
tested monthly.

Patch operating systems shows how unforgiving the model is. Critical operating system patches are 
going out in about three days, but replacing unsupported operating systems is a requirement at 
every maturity level, so one server on an unsupported version scores the whole control at zero. 
Replacing -PMS01 takes it straight to level two.████

Next up is phishing-resistant authentication for clinical accounts, which moves multi-factor 
authentication to level two and closes the gap INC-2608-01 came through. Application control and 
administrative privileges follow in the fourth quarter.
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S E C U R I T Y  O P E R A T I O N S

What the monitoring saw

S T A G E C O U N T W H A T  I T  M E A N S

Raw signals from endpoints and identities 1,412 Everything the sensors produced

Suppressed by correlation and tuning 1,309 Known-good behaviour, no human time

Reviewed by an analyst 103 Somebody looked at it properly

Escalated to a Ferres Systems responder 7 Worth waking somebody for

Confirmed as an incident 4 Set out below

Ninety-three percent of signals never needed a person, which is what keeps the escalation path quick 
when something real turns up. Four detection rules were retuned this month after repeat false positives 
on your practice management software, taking roughly 140 signals a month out of the queue.

Incidents this month

R E F I N C I D E N T S E V E R I T Y S T A T U S

INC-2608-01 Credential phishing against a clinical account H I G H Closed

INC-2608-02 Invoice redirection from a compromised supplier H I G H Closed

INC-2608-03 Malicious app consent on a reception account M E D I U M Closed

INC-2608-04 Credential tool and loader on a contractor laptop M E D I U M Closed

High means a realistic path to patient data, funds or admin control. Medium needs another weakness to line up first. Every 
incident was assessed for notifiability under the Privacy Act and none met the threshold.

H I G H

INC-2608-01

A clinician’s Microsoft 365 password was phished, and 
multi-factor authentication held

Detected 7 Aug, 21:19 Responder on it 21:23 Contained 21:48, 29 min

WHAT HAPPENED

At 21:14 on Friday 7 August a clinician entered their Microsoft 365 password into a fake pathology 
results page. Six minutes later somebody tried it from an address in , Conditional ██████████
Access asked for multi-factor authentication, and the clinician declined that prompt and eleven more 
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over the next half hour before ringing the after-hours line at 21:31. Our monitoring had already raised it 
at 21:19 and a Ferres Systems responder had it at 21:23.

EVIDENCE

SigninLogs | where UserPrincipalName == "█.████████@████████.com.au"

2026-08-07 11:20:41Z  ██.███.14.██   ██   50074  StrongAuthRequired
   [ 11 further attempts, all 50074, through to 11:46:52Z ]
2026-08-07 11:48:55Z  AuditLogs: sessions revoked, password reset (Ferres Systems)
2026-08-07 11:52:10Z  ██.███.14.██   ██   50126  InvalidUserNameOrPassword

WHAT WE DID

Revoked every session and reset the password at 21:48, then re-registered multi-factor authentication 
from scratch. There were no forwarding rules, delegates or app grants on the mailbox and no access in 
14 days of audit from anywhere but the clinician. The harvester was blocked tenant-wide and taken 
down on 9 August after we reported it to its host and the ACSC, and the four other staff who received 
the same email didn’t enter anything.

Not notifiable. No personal information was accessed, so there’s no eligible data breach under the 
Privacy Act, and the assessment is on file if your insurer asks. We haven’t named the clinician to you 
and we won’t. People who ring the after-hours line at half nine on a Friday night are the ones you 
want to keep.

H I G H

INC-2608-02

A real supplier’s mailbox was compromised and the bank 
details on a live invoice were changed

Reported 19 Aug, 10:42 Area Accounts payable Closed 20 Aug, no loss

WHAT HAPPENED

Your accounts officer received an invoice from , a supplier of three years, sent from████████████  
their real address inside a real reply chain, with the right job references and the right amount of $1 . ███
Only the bank account had changed. The supplier’s mailbox had been compromised at their end and the 
attacker had been reading the thread for a fortnight, so there was nothing for a mail filter to catch.

She rang the supplier on a number from an older invoice, they confirmed they hadn’t sent it, and she 
called us at 10:42. No payment was made.
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EVIDENCE

From        accounts@████████████.com.au   SPF pass, DKIM pass, DMARC pass
Received    19/08/2026 09:58 AEST, 1 recipient, 3 more copies in thread
Attachment  Invoice_███████.pdf
  BSB and account number differ from all 7 prior invoices from this supplier
  PDF producer string differs from all 7 prior invoices from this supplier

WHAT WE DID

Confirmed the compromise with the supplier’s IT provider, purged the message from the four mailboxes 
it reached and put their domain into enhanced filtering for 90 days. Nothing in your tenant suggests the 
same actor has a foothold here.

WHAT WE NEED FROM YOU

Put the process in writing. Any change to a supplier’s bank details gets verified by phone, on a number 
you already hold, by a second person, before payment. The draft is with your practice manager and it’s 
R-11 on the register, the cheapest fix on there.

The other two

R E F W H A T  H A P P E N E D O U T C O M E

INC-2608-03
A reception account consented to a 
malicious app asking to read its mailbox. App 
governance flagged it 22 minutes later.

Grant revoked, no mail accessed. User 
consent is now off tenant-wide, with an 
admin approval workflow instead.

INC-2608-04
A contractor downloaded a password 
recovery tool that came bundled with a 
loader linked to an initial access broker.

Device isolated 11 minutes after the block, 
loader removed, nothing moved laterally. 
Needs a decision, see below.

INC-2608-04 needs a decision rather than a fix. Contractor devices are enrolled in your tenant but 
exempt from your compliance policy, which gives them your access without holding them to your 
standard. Either enrol them properly under the staff policy, or move contractors to browser-only guest 
access with nothing held locally. There’s a workshop booked for 26 September to pick one.
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M A N A G E D  I T  A N D  B A C K U P

Service desk, estate and backup

86
TICKETS RAISED

22 MIN
FIRST RESPONSE

71%
FIXED FIRST 
CONTACT

4.8
SATISFACTION OUT 
OF 5

Eighty-four of the 86 tickets closed inside the month, with the two still open waiting on a vendor, and 
Microsoft 365 permissions and devices made up almost half the volume. The  clinic printer has █████
now generated 19 tickets since April. Replacing it costs less than the time already spent keeping it alive, 
so there’s a quote on ticket -4502.████████

E S T A T E  A T  M O N T H  E N D A U G U S T

Devices managed 54 endpoints (38 laptops, 12 desktops, 4 tablets) and 4 servers

Detection and disk encryption Both on 58 of 58 devices, recovery keys escrowed

Endpoints compliant in Intune 52 of 54, two awaiting re-enrolment after a warranty swap

Critical operating system updates 100% deployed, 3.1 days average

Third-party application updates 289 deployed, 8.4 days average

Vulnerabilities remediated 41 distinct CVEs, nine rated critical

Backup and restore

W O R K L O A D J O B S R E T E N T I O N L A S T  R E S T O R E  T E S T

Microsoft 365 (mail, files, Teams) 31 of 31 7 years 14 Aug, single item in 11 min

Practice management -████
PMS01 62 of 62 7 years 27 Aug, full server in 2 h 41 m

File server -FS01████ 31 of 31
90 days, monthly to 7 
yrs

22 Jul, folder

Virtualisation host -HV01████ 31 of 31 30 days 18 Jun, full image
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R I S K  A N D  N E X T  S T E P S

Open risk register

R E F R I S K S E V E R I T Y O W N E R S T A T U S

R-04 -PMS01 runs an OS that stopped ████
getting security updates in Oct 2023

H I G H Client
Options paper due 
12 Sep

R-07 No tested failover for the file server, so a 
hardware fault means a restore

M E D I U M Joint Open, quoted

R-11 Supplier bank detail changes are checked 
verbally, with nothing written down

M E D I U M Client
Draft awaiting 
sign-off

R-13 Contractor devices are enrolled but exempt 
from the compliance policy

M E D I U M Joint Workshop 26 Sep

R-09 Reception shared one mailbox login 
between three staff

R E S O L V E D
Ferres 
Systems

Closed 6 Aug

What happens now

N O . A C T I O N O W N E R B Y

1 Migration options and costs for -PMS01████ Ferres Systems 12 Sep 2026

2 Sign off the supplier bank-change procedure Practice manager 19 Sep 2026

3 Contractor access workshop Joint 26 Sep 2026

4 Device compliance enforced on all apps Ferres Systems 30 Sep 2026

5 Decide on replacing the  clinic printer█████ Practice manager 30 Sep 2026

6 Quarterly security review, on site Joint 14 Oct 2026

The quarterly review on 14 October is where we walk the register properly and set targets to the end of 
the financial year. Bring whoever signs off on R-04, since after an incident this register is the first thing 
an insurer reads.

ferressystems.com.au COMMERCIAL IN CONFIDENCE PAGE 9 OF 11



MONTHLY SERVICE REPORT

A B O U T  T H I S  R E P O R T

Handling and document control

Commercial in confidence. Keep it to the distribution list and away from anywhere the weaknesses it 
describes would let somebody reach, though you’re free to share it with your insurer, auditor or board 
without asking us first.

F I E L D D E T A I L

Client  Pty Ltd, trading as . Four clinics, 68 staff.████████████ ████████

Service Managed Security, Managed IT and Backup.

Reporting period 1 to 31 August 2026

Issued 4 September 2026. Next report due 6 October 2026.

Engagement lead George Ferres, george@ferressystems.com.au

Distribution  (Practice Manager),  (Clinical Director), █████████ ███████████
 (Director)████████

Response times in this report are measured to acknowledgement by a named person rather than to resolution.
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S E C U R I T Y - L E D  M A N A G E D  I T ,  C L O U D  A N D  C Y B E R

Questions about this report go to your engagement lead.

 

E M A I L

hello@ferressystems.com.au

W E B

ferressystems.com.au

B A S E

Melbourne, Victoria

 

Ferres Systems. ABN 98 663 151 710.

30-minute priority-one response commitment.
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